
A PARENT’S GUIDE

Safe
Play.
Child safety in Android games

Brought to you by Pumpkin Cat Games

and what’s really going on inside

kids’ games



By the end of this guide,
you’ll…

Know

How “free” games really make their money
What each “Allow” hands over, and which requests are red flags
What an age rating tells you, and what it can’t

Have set up

Your approval on every download and purchase
Chat switched off, or limited to friends
A private profile and a daily time limit

Be ready for

The warning signs worth acting on
Who to call, and how to get your money back
The conversations that keep your child coming to you

It won’t make games risk-free.
It will mean you’re no longer guessing.

Short on time? Start with the checklist on page 33.

no tech degree required
Settings menus change as apps update. If a screen
looks different on your device, search its settings
for the feature by name.
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Chances are, if your child has an Android phone
or tablet, games are one of the main things they
use it for.

This isn’t a small thing any more. It’s worth pausing on just how big
a part of daily life gaming has become for children — and how
much has changed about what games actually do.

Modern mobile games aren’t just entertainment. Many are built
around collecting personal data, showing ads, and encouraging
spending — sometimes before a child even understands what
they’re agreeing to.

97%
of 8–17-year-olds play online
games1

53%
of those players spend
money inside the games1

Safe Play 4

PART 1 · GETTING YOUR BEARINGS

01
Introduction.



01 · INTRODUCTION

“Just as tellingly, a third of children who
spend money online regret their in-game
purchases1,2”

Then there’s the social side. Many popular games now include
chat, voice calls, or open multiplayer lobbies — features that let
your child talk to people they’ve never met.

22%
of 8–17s talked while gaming
to people they didn’t know
outside the game (2023)3

31%
of 8–17s who game online
chat with strangers while
gaming (2024)4

None of this means gaming is bad for kids. It
means the landscape has shifted, and the
tools and habits that kept children safe a few
years ago might not be enough today.

This guide walks through what’s actually going on inside these
games, and what you can do about it — without needing to
become a tech expert first.

let’s begin.
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Before you download a single game safety app or spend
money on extra software, it’s worth knowing that Android
already comes with a decent set of tools — most of them
free, and built by Google itself.

The main one is Google Family Link. Once you’ve linked your child’s
account to yours, you can make every new app they try to download
from the Play Store wait for your approval before it installs5,9. So if
your eight-year-old tries to grab a game rated for 16+, it won’t go
through without you saying yes first.

16+

may I?

Yes

Rated 16+ for an
eight-year-old? It
won’t install without
your yes.
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02 · ANDROID’S BUILT-IN CONTROLS

What Family Link lets you control

Approves downloads and purchases
For every install, or only paid apps and in-app purchases9

Caps content by age rating
Set a top rating for apps and games, films and TV, though
higher-rated titles may still show in search6

Blocks apps and sets time limits
Block any app outright, or cap daily use5,7

Keeps the controls with you
For a supervised child, restrictions are changed from your
account, not theirs6

It’s worth being honest about the limits

! Family Link’s content filters work mainly across Google
services like Play, Search, Chrome and YouTube6,8.

! Family Link can’t filter chat inside a game, and its website
filters only reach Chrome and some apps.

13
At 13, your child can move to a supervised teen
account. Until they’re 18, they need your approval to
stop supervision8

Think of this chapter as your
starting point, not your whole toolkit.
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When a new game asks to access your camera, microphone,
contacts, or location, it’s easy to just tap “Allow” and move
on. But each of these permissions means something specific
— something worth knowing before you agree.

Camera

Lets the app take photos or
record video through the
camera

Microphone

Lets the app record sound,
from your child’s voice to
whatever’s nearby

Contacts

Lets the app read everyone in
your child’s address book, not
just other players

Location

Lets the app see where your
child is and, with “Allow all the
time” set, keep tracking in the
background10

does this permission match
what the game actually does?
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03 · PERMISSIONS AND DATA

Makes sense

A game with voice
chat
needs the microphone

A “scan to add a
friend” feature
needs the camera

Red flag

! A simple puzzle or
colouring game
asking for your
contacts or location is a
warning sign, not a
formality

What the research found

Not every request is justified. A 2018 University of Michigan
review of 135 apps used by children aged five and under found
that 11 asked for microphone access, 9 for the camera and 6 for
location. Some had legitimate gameplay uses, but the
researchers said collecting a young child’s location raised
concerns under US children’s privacy law12.

Check what’s been accessed

1 See which apps used your permissions
On Android 12 and up: Settings → Privacy (or Security &
privacy) → Privacy dashboard11

2 Revoke anything that doesn’t add up
Pick a permission, tap the app, and change its access10
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Free to download doesn’t mean free to play. Most games
make their money once your child is already inside — through
skins, loot boxes, power-ups, or virtual currency that makes
real money feel less real.

Free to
download → Skins · loot boxes ·

power-ups → Real money feels
less real

Pay-to-win
Nudges children to spend by making free progress painfully
slow, while a small payment removes the friction instantly

Loot boxes
Take it further — paying for a random reward, styled just like
a prize draw, which is why Belgium treats paid loot boxes as
illegal gambling

Both are designed to take advantage of impulse control
that’s still developing.
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04 · IN-APP PURCHASES

$245M
FTC settlement with Epic Games,
maker of Fortnite. The FTC alleged its
“counterintuitive, inconsistent, and
confusing” buttons led players into
unwanted purchases13

Surprise charges are a real, well-documented problem — not a rare
mishap. In Fortnite, the FTC said, children could rack up unauthorised
charges without any parental involvement13. The settlement bars Epic
from charging players without their affirmative consent15, and Epic
separately added a “hold to purchase” confirmation14.

Lock it down on Android

1 Require purchase approval
Use Family Link to require approval for every transaction

2 Add a check at the till
Play Store → Payments and subscriptions → Purchase
verification: choose Always, and keep biometrics off if your
child’s fingerprint is on the device16

3 Remove saved card details
Take them off your child’s device where you can

Check your Google Play purchase history
occasionally
Small, repeated charges are easy to miss until they add up
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Many popular children’s games now come with some way to
talk to other players — text chat, voice chat, friend requests,
or open lobbies where anyone can join.

Text chat Voice chat Friend requests Open lobbies

These features are often switched on by default, before
a parent ever gets the chance to say no.

31%
This isn’t a hypothetical risk. Ofcom
found that 31% of 8–17-year-olds who
game online chat with strangers while
gaming4

friends

strangers?
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05 · CHAT AND STRANGERS

Two cases worth knowing

! Fortnite, 2022
An FTC settlement required Epic Games to switch voice and
text chat off by default for children and teens. The FTC
alleged chat had been on automatically, exposing young
players to bullying and harassment15

! Roblox, 2025
An investigation by ITV News and the Global Project Against
Hate and Extremism found extremist content circulating on
Roblox, a platform used by children as young as seven17

To reduce the risk

1 Turn chat off, or limit it to “friends only”
Most games let you do this in the settings menu — do it
before your child starts playing, not after

2 Use Family Link for the bigger picture
It can’t switch off chat inside a game, but you can approve
each install, block an app entirely, and set time limits5

Agree one simple rule with your child: if a
stranger asks to move the conversation to
another app, that’s always a no, and always
worth telling you about.
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This is where “free” games show their real cost — someone
always pays, one way or another.

The Fortnite case is the one to know. In 2022, the FTC took action
against Epic Games over what it called “dark patterns” — design tricks
it said led players into unwanted purchases15.

Screen 1

Circle = cancel

Screen 2

Circle = confirm

The same button could cancel on one screen and confirm a
purchase on the next — so a child who’d just learned “circle cancels”
would find “circle confirms” moments later18.

same button, opposite meaning
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06 · ADS AND DARK PATTERNS

Preview next to buy

The FTC alleged Epic put the
button to preview an item very
close to the button to buy it, so
one misplaced tap could buy it19

Charged while
loading

Players reported being charged
while the game was loading, or
waking up from sleep mode19

$245M
to fund refunds for players20

$275M
further penalty over alleged
child privacy violations — at the
time, the largest for breaking
an FTC rule20

Data-driven ad targeting is just as concerning

New Mexico’s Attorney General sued a children’s game developer,
alleging its apps used ad software from AdMob, InMobi, AppLovin
and others to track children for personalised ads, in breach of US
child privacy law21.

And then there’s the consent screen problem

Consent screens can list hundreds of advertising partners, each
with its own toggle — and often put “Accept” on the first screen with
no equally easy “Reject all”22.
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06 · ADS AND DARK PATTERNS

Your privacy choices

Advertising partner 1

Advertising partner 2

…and hundreds more

Accept all

The ad industry’s main consent
framework, IAB Europe’s TCF, has
hundreds of registered ad-tech
vendors, any of which a single banner
could list23.

(an illustration)

Here’s the uncomfortable part: research suggests few
people read them, adults included.

90%
of young adults in one small
study accepted or closed the
banner just to carry on; none
read it24

1 in 10
US consumers say they always
understand cookie notices;
over half accept without
understanding25

Little research looks at children and these banners — but child-privacy experts
point out a more basic issue: the frameworks make no provision for parental
consent, even on children’s sites where no parent is likely to be present26. If
adults skip past them, a child reaching for the “Play” button underneath almost
certainly does too.

These aren’t edge cases or rare bad actors. Fortnite, one of the world’s
biggest games, was penalised only after, the FTC says, millions of players
had been tricked into unwanted purchases15. Confusing buttons,
mismatched confirm/cancel actions and consent screens built to be
skipped are design choices, not accidents — which is exactly why they’re
worth teaching your child, and yourself, to spot.
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Ratings aren’t just a suggestion — they’re a genuine tool, and
worth taking seriously.

On Google Play in the UK, most listings show a PEGI age rating (3, 7, 12,
16, or 18) under the title27.

the official PEGI labels

Using ratings on Google Play

1 Check before you install
The rating sits just under the game’s title27

2 Open it for the detail
Shows why it earned the rating, and flags features like chat27
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07 · AGE-APPROPRIATE GAMES

A rating reflects what’s in a game, not how hard it is. Content
descriptors — such as Violence, Bad Language, Fear or Gambling —
show why the game earned its rating28.

“Moderate violence” sits a step above
the “Mild violence” on the PEGI 7 listing.
Same layout, different story.

Some listings say
“Parental guidance”
instead of an age number.
Treat it as a cue to look
closer yourself.

In North and South America you’ll see ESRB ratings instead (E, E10+, T,
M, AO), which work on a similar principle27. You can also cap the rating
in Family Link6.

A rating is only part of the story

! Ratings come from developers’ own answers
They fill in a questionnaire when they publish, and ratings can
change after review30

! What a rating can’t capture
How well chat is moderated, or how hard a game is to put
down. Ratings don’t cover features like chat27, so
independent parent reviews help fill the gap

79%
of parents whose children play video games know
the PEGI labels; 62% of those use a tool to limit play
(2023, UK and three EU countries)29.
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Gaming itself isn’t the enemy — most children play without
any issue. But it’s worth knowing how modern games are
actually designed to keep them playing, and what to watch
for when that tips into something less healthy.

Recent UK figures put the scale of this in perspective:

nearly

1 in 3
11–16-year-olds report playing online games for
four or more hours a day, often stretching late into
the night31

9%
of UK adolescents, by one estimate, show symptoms
consistent with “gaming disorder” — impaired control
over play, prioritising gaming above other interests, and
continuing to play despite it causing problems31

52%
rise in children’s screen time between 2020 and 2022,
with nearly a quarter using their phones in a way
consistent with behavioural addiction32
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08 · SCREEN TIME

“None of this is an accident.”
Many games use reward loops, loot boxes and random prizes — the
same kinds of mechanics found in gambling — to keep a child
playing well past the point they intended to stop31.

Signs worth watching for

! Irritability or distress
when asked to stop playing

! A drop in interest
in things they used to enjoy

! Disrupted sleep

! Play that continues
despite clear negative consequences at school or home

Practical steps

1 Set time limits
In Family Link, or in the game itself if it has them

2 Agree screen-free windows
Meals and bedtime — a house rule, not a punishment

3 Keep talking
About how a game makes them feel, not just how long they
play
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By default, many gaming platforms are built to be public and
social — which is great for connecting players, but not
always great for privacy. Profiles, activity, and even real
names can be visible to strangers unless you go in and
change the settings yourself.

Public by default

Real name visible

Location shared

Profile public

Left unchanged

After five minutes

Real name hidden

Location off

Profile private

Adjusting settings

$275M
civil penalty paid by Epic Games in its 2022 FTC
settlement, over allegations it collected under-
13s’ personal data without parental consent. The
FTC also alleged that on-by-default text and voice
chat put children and teens at risk15,33
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09 · PRIVACY AND ACCOUNTS

“Default public” is often the easiest setting for a platform to ship, not
the safest one for a child. A few practical steps make a real
difference:

Set up a child account linked to yours
Google, Roblox, PlayStation and Xbox all let you link a
child’s account to your own, with age-based restrictions,
and approve purchases, games or other requests from
your account5,35–37

Check privacy settings on every platform, not just
the game
Use privacy settings so your child’s details aren’t visible to
other players34 — for example a private profile, no real
name, and location sharing and personalised ads off

Use strong, unique passwords — and turn on 2-step
verification
Turn it on wherever it’s available — it helps stop someone
hacking into your child’s account34

Limit who can send friend requests or messages
To friends only, or off, where the game allows it, so
strangers can’t contact your child directly35,36

None of this needs to be complicated — most of it
is a five-minute job in the settings menu, done
once, that quietly protects your child every time
they play afterwards.
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Most of the time, a change in how your child plays is nothing more
than a phase. But a cluster of changes — often around the time a
new online contact enters the picture — is worth taking seriously
rather than explaining away38.

Behavioural signs to watch for

! Being secretive about chats, switching screens or apps when
you walk in, or refusing to say who a “friend” from the game
actually is

! Sudden mood swings tied to messages — a noticeable high
when a notification arrives, followed by anxiety or low mood
when it stops38

! Becoming protective of their device — taking it everywhere,
reacting sharply if someone glances at the screen38

! Withdrawing from things they used to enjoy, or a marked
change in sleep and appetite

! New arguments specifically about screen time, privacy, or
“trust”
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10 · RED FLAGS

Technical and financial signs to watch for

! Unexplained in-game currency, gift cards, or credit
appearing on their account — a well-known grooming
warning sign, as groomers often use gifts to build a sense of
obligation38

! A new device or accessory you didn’t buy them
often explained away as “a friend gave it to me”39

! Deleted message histories
or an inability to describe who a contact actually is beyond
“someone from the game”39

7,263
online grooming offences recorded by UK police
in a year, almost double 2017/18 where
comparable. Where the platform was known, 40%
were on Snapchat40. Chats that start in a game can
move to private apps, so watch where
conversations go.

A single sign rarely means something is
seriously wrong. But if several appear together,
it’s a reason to gently open a conversation, not
to panic or confront — your child needs to feel
able to keep talking to you, not shut down
further.
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If something has already happened, the priority is simple: act
calmly, act quickly, and keep your child talking to you.

999
If your child is in immediate
danger, call 999 first41

0808 800 5000
NSPCC Helpline for adults,
weekdays 10am–4pm. Children
can call Childline free on 0800
1111, any time41,42

If you suspect grooming or predatory contact

! Report it to CEOP
The Child Exploitation and Online Protection Command, part of
the National Crime Agency — ceop.police.uk/safety-centre.
Children, parents and carers can report, and a Child Protection
Advisor reviews it41

! Know CEOP’s remit
It covers sexual abuse and grooming only, not bullying, fake
accounts or hacking41 — for those, the NSPCC Helpline or
Childline are better first calls
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11 · IF SOMETHING GOES WRONG

If you’re dealing with unauthorised spending

1 Find the purchase
Go to play.google.com, then Payments and subscriptions →
Budget and order history43

2 Request a refund
Click Report a problem on the order and ask for a refund,
explaining what happened. Allow 1–4 days for a decision43

Refunds like this aren’t a favour. Google previously paid at least $19
million in FTC-mandated refunds after children ran up charges without a
password, or in a 30-minute window after one was entered44.

If you need to uninstall a game
Remove it through Settings → Apps, not just by deleting the
icon. Uninstalling doesn’t cancel a subscription, so check
Payments and subscriptions in the Play Store too

Talking to your child afterwards

“You’re not in trouble, and I’m glad you told
me.”

Lead with reassurance, not blame — it goes further than any
question about what they did wrong. Many children delay telling a
parent because they fear the reaction more than the incident
itself45, so how you respond in the first few minutes shapes whether
they’ll come to you again.
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Everything in this guide so far — Family Link, content
restrictions, purchase approval, privacy settings — genuinely
helps. But none of it is a permanent fix, and it’s worth being
honest about that. Technical controls have real limits.

Children can and do bypass parental controls
A rapid evidence review by researchers at LSE and the
University of Colorado Boulder found this, and little support
for relying on parental controls as a stand-alone safety
strategy46

VPNs can get around network-level filters
About a quarter of 11–17-year-olds say they’ve used one,
rising to almost a third by 16–1747

76%
Even more telling: in a study of 736 reviews children wrote
about parental control apps, 76% gave one star, many
saying the apps felt invasive and hurt their relationship
with their parents48
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12 · ONGOING CONVERSATIONS

Family Link · restrictions · approvals · privacy settings

Conversation

None of this means the controls aren’t worth setting up — they are. It
means they work best as a foundation, not a substitute for
conversation.

Active mediation

European research led by LSE found that “enabling” mediation —
talking about risks and helping children use the internet well, rather
than just blocking it — goes with stronger digital skills and more
opportunities (along with some more risk), while restriction alone cuts
risks at the cost of those opportunities49.

In practice, that might look like

Asking what a game is actually like
genuinely curious rather than checking up

Talking through a red flag from Chapter 10
before it happens, not just after

Being the one they tell about a weird message
not the person they hide it from

Games and tricks will keep changing. A relationship
where your child can come to you won’t go out of date.

Safe Play 28



Every chapter so far has been about vigilance — checking settings,
reading permissions, watching for red flags, staying in conversation.
All of it matters. But it’s worth naming what this actually is: a
defensive tax parents are paying, chapter after chapter, to
compensate for a business model that wasn’t built with children in
mind.

Here’s the scale of that model.

97%
of apps on Google Play are free
to download50

$167bn
spent worldwide on in-app
purchases and paid apps in
2025 (iOS and Google Play)51

$82bn
of that went on in-app
purchases in mobile games51

92.5%
of mobile game in-app
purchase revenue in 2025 went
to the top 1% of game
publishers53
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13 · WHY SAFE GAMING NEEDS BETTER GAMES

A small minority drives the income
High-spending players, often called “whales”, drive a hugely
disproportionate share of income while most spend little or
nothing52

“Put simply: ‘free’ was never really free.”

It means the game was built to make money some other way:

Ads

shown to a
captive
audience

Data

collected and
shared with third
parties

Purchase
flows

engineered to
convert impulse into
spend

Every chapter in this guide, from reading permissions to spotting dark
patterns to locking down purchases, exists because that’s the model the
vast majority of children’s games are built on.

None of this is a criticism of any individual parent for not catching
everything. The honest problem is structural — a handful of monetisation
patterns, repeated across hundreds of thousands of titles, that parents
are individually left to detect and defend against, game by game, setting
by setting. Vigilance helps enormously. It was never supposed to be the
whole solution.

The alternative isn’t more settings to configure.
It’s games built on a different foundation entirely —
where the business model doesn’t need a child’s
data, attention, or spending to survive in the first
place.
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Everything in this guide so far has been grounded in
research. This last chapter is different — it’s personal.

I’m Drew, a dad of two from Surrey. This started the way it probably
has for you: school homework moved onto an app, then music and
language practice followed, and phones just became part of family
life. That was the first wake-up call — in the modern app world, “free”
rarely means free. It almost always means data tracking and a
relentless stream of adverts no parent would knowingly sign up for.

The real breaking point came before a family holiday. My wife and I sat
down with the kids to find a couple of simple travel games —
expecting, at the very least, something honest and clean. Instead we
found the exact patterns covered in this guide: video adverts and
constant interruptions, forced account sign-ups, sneaky paywalls and
accidental taps, and manipulative loops clearly built to keep kids
hooked rather than entertained.

so I built an alternative.
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14 · A NOTE FROM THE AUTHOR

From our kitchen table in Surrey, I started coding a small collection of simple,
wholesome games — the kind we could play together, or the kids could enjoy
solo. My own children became the chief testers and harshest critics. When
other parents saw it and asked for a copy, that was the push to release it
properly, as Pumpkin Cat Games (pumpkincatgames.com).

Pumpkin Cat Games is built on four non-negotiable standards:

Zero adverts
No banners, pop-ups, or video
interruptions

Zero tracking
No behavioural monitoring,
analytics, or data harvesting

Zero sign-ups
No accounts, emails, or logins
required

Zero paywalls
Completely free to play, with
nothing to buy, ever

It includes a PIN-protected parent gate, per-game access controls, and daily
time limits — so the boundaries in this guide are already built in, not something
you have to fight the app to get. It’s designed in line with COPPA, UK & EU
GDPR, and the ICO Children’s Code54, and it’s free on Android now.

It won’t solve every risk in this guide — other games’ chat features and app
stores in general still need the vigilance covered in Chapters 2–11. But it’s one
honest answer to the question this whole guide keeps circling back to: what
would a game built for children, rather than built to monetise them, actually look
like?

tap or scan to download

Download free on Google Play

play.google.com/store/apps/details?id=com.drew.games

More at pumpkincatgames.com
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APPENDIX · QUICK-REFERENCE CHECKLIST

Before you tap “Install” — the
two-minute check

PEGI or ESRB rating
Does it match your child’s age, not just their reading level?

Content descriptors
Tap through to see why it got that rating.

Search the game name plus “chat” or “scam”
A 30-second search surfaces known issues fast.

Permissions and Data safety on the listing
Do camera, microphone, location and contacts match what the
game does?

Chat, voice or open multiplayer?
If yes, plan to disable or restrict it before your child plays.

Is it free?
If yes, assume it is ad- or purchase-funded and plan
accordingly.

If any of these raise a concern, don’t install yet — dig further or
look for an alternative.
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APPENDIX · QUICK-REFERENCE CHECKLIST

Once it’s installed — set this up before
handing over the device

Set-up

Install or approve via Google Family Link
not your own account

Require approval for downloads and purchases
Family Link → Controls → Google Play

Remove saved card details
from the device where possible

In the game itself: disable chat
or restrict it to “friends only”

Set the profile to private
turn off personalised ads and location sharing

Set a daily time limit
in Family Link

Keep an eye on this — monthly is a good habit

Play Store → Payments and subscriptions
Budget and history — scan for small, repeated charges

Family Link → Screen time
Check play time and recently installed apps

Ask what they’re playing and who with
A real conversation, not an inspection
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APPENDIX · QUICK-REFERENCE CHECKLIST

Red flags, and who to call

Red flags (full detail in Chapter 10)

A single sign is rarely a crisis. A cluster of these, especially around a
new online contact, is worth a calm conversation:

Secretive chatting

↓
Mood swings tied to messages

↓
Unexplained in-game currency or gifts

↓
Withdrawal from things they used to enjoy

If something’s gone wrong — keep this handy

Immediate danger 999

Suspected grooming
or predatory contact

CEOP — ceop.police.uk/safety-centre

Bullying or general
worry

NSPCC Helpline (adults) —
0808 800 5000
Childline (children) — 0800 1111

Unexpected purchase Google Play order history → Report a
problem (act quickly)
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32 UK Parliament Education Committee, “Screen time: impacts on education and wellbeing”
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09 Privacy and accounts
33 Hudson Cook LLP, “Mo Data, Mo Problems: Data Protection and Privacy Concerns for the
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en.help.roblox.com/hc/articles/30428310121620
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11 If something goes wrong
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13 Why safe gaming needs better games

50 42matters, “Google Play Statistics and Trends 2026” (October 2026)
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14 A note from the author
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